Undocumented ActiveSync Keys

Pocket PC FAQ

About

Click Here
To Post Now

ChrisDeHerrera'sWindows CE Website

2re

Getting By . . . Reviews &
) Enterprise Applications -
Started Device bp Commentary
By . Comparing to
FAQOs : Press Releases Security P Y
Version Palm
. . Reader Developer
Peripherals |Bug Lists| Newsgroups - )
eBooks Information

ADD fo
Favorites

|| Find

Subscribe
Print this Page
Amazon Store
Applications

Miscellaneous
Table of Contents
Pocket PC Pages
RSS Feeds

A~
ENTREK

www.entrek.com

Mobility Talk

pdaPhoneHome
Jcam

eVE development
for the Pocket PC

Pocket PC FAQ

Undocumented ActiveSync Keys

Terence Goggin, Information Appliance Associates

At last June’'s CE DevCon, Microsoft
had two-dozen “ Sync Stations” set up at
various locations. A Sync Station
consisted of a PC running CEServices
ActiveSync that allowed all of the
conference attendees to download the
latest conference information directly to
their CE devices.

There was, however, one very striking
difference between these Sync Stations
and the PC you're currently using to
synchronize your CE device: the Sync
Stations never prompted usto create a
device-to-desktop partnership! In other
words, every device that connected did
so as a Guest without user intervention.

About the Author

Terence "Dr. CE" Goggin, author of
"The Windows CE Developer's
Handbook", a recognized Windows CE
expert, has written numerous books and
articles on Windows programming and
the Internet. He is a San Diego,
California-based consultant
specializing in Windows CE solutions.
He can be reached at
terenceg@doctorce.com

"Dr. CE" isatrademark of Terence
Goggin.

How is this possible? Clearly, you' ve seen that every time you connect a new
device —even if you want to connect in Guest mode-— you' re always prompted.
WEell, it turns out that what made this magic possible is an undocumented,
unsupported ActiveSync 3.0 registry setting.

Even more interesting, it turns out that there are lots of hidden and undocumented
registry settings for ActiveSync 3.x! In thisarticle, we'll look at how to turn any
PC into our very own Sync Station. Then, we'll ook at a case study showing real-

world applications for these settings.
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Build your own Sync Station

The good news isthat it’s possible to create your very own Sync Station using just
three of these undocumented registry keys...

1. Guest Onl y
2. Aut oSt art OnConnect
3. Aut oSt art OnDi sconnect

Let’sillustrate how each of these work and how to use them by looking at some C
source code for a sample application (available for download from the URL
specified at the end of thisarticle). The app itself is rather smple, consisting of a
dialog with several check boxes and two edit controls, as shown in Figure 1.

Figure 1: Registry Configuration Tool

Configuration Tool E3 |

[~ Force GuestOnly connections:

[ Run this app when device connects:

| MOTEPAD,EXE

[T Run this app when device disconnects:

| CMD,EXE

)4 Cancel

GuestOnly

GQuest Onl y isthereal magic in our persona Sync Stations; it’s responsible for

allowing al new devices (i.e., those that don’t already have a partnership with the
PC) to connect as guests without being prompted to establish a partnership. (Note
that all devices that have an existing partnership with the PC will still connect and
synchronize as they did before.)

GQuest Onl y isa DWORD value that resides at HKLM Sof t war e\ M cr osof t
\ Wndows CE Servi ces. Of course, if you use regedit to look at the other
values under that key, you'll notice that Guest Onl y ismissing. In order to test

it, then, you must manually create the value and then set itsvalue to 1. Or, in
code...
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dwEnabl ed = ( DWORD) 0x01,;
RegCr eat eKeyEx( HKEY_LOCAL_MACHI NE,
TEXT(" Sof t war e\\ M cr osof t\\ Wndows CE Services"),

0, NULL, REG OPTI ON_NON VOLATILE, KEY_ALL_ACCESS, NULL, (PHKEY)

&hReg, &dwDi sp) ;
RegSet Val ueEx( hReg, TEXT("GuestOnly"), 0, REG DWORD,
(const unsi gned char *)&JwEnabl ed, sizeof (DWORD)) ;
AutoStartOnConnect

Aut oSt art OnConnect isthe next piecein our persona Sync Stations; itisa
key that also resides under HKLM Sof t war e\ M cr osof t \ W ndows CE
Ser vi ces. When adevice connects to the system, ActiveSync enumerates all
string values under the Aut oSt ar t OnConnect key and attempts to launch the
specified applications.

So, in order to launch an app on a device' s connection, we must create a name/
string value pair (any unique name will be fine) under the key, and then set the
value to the path of our custom sync application. Or, in code, we'd first create/
open the HKLM Sof t war e\ M cr osof t\ Wndows CE Servi ces

\ Aut oSt ar t OnConnect key, retrieve the app path from an edit box, and then

write that value to the registry ...

RegCr eat eKeyEx( HKEY_LOCAL_MACHI NE,
TEXT(" Sof t ware\\ M crosoft\\ Wndows CE Servi ces\
\ Aut oSt art OnConnect "),

0, NULL, REG OPTI ON_NON VOLATILE, KEY_ALL_ACCESS, NULL, (PHKEY)

&hReg,
&dwDi sp) ;
nenset (szExenane, 0, STRLEN);
if (GetDl glteniText (hwnd, | DC EDT_CONNECTEXE, szExenane, STRLEN) !=0)

{
RegSet Val ueEx( hReg, TEXT("TestApp"), 0, REG SZ,

(BYTE* const) &szExenane, strlen(szExenane) +1);

Note that although we're calling RegCr eat eKeyEx() , the

Aut oSt art OnConnect key should already exist in your registry. Also,
although we' re using the value name of “Test App”, any unique name would
work just fine as al of the values are enumerated regardless of how they’ re named.

AutoStartOnDisconnect

Aut oSt art OnDi sconnect isalso akey that resides under HKLM Sof t war e
\' M crosoft\Wndows CE Services. Just aswith

Aut oSt ar t OnConnect , when a device disconnects from the system,
ActiveSync enumerates all string values under the Aut oSt art OnDi sconnect
key and attempts to launch the specified applications.
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S0, just as we did above, we must create a name/string value pair under the key,
and then set the value. Or, in code, we' d first create/open the HKLM Sof t war e

\M crosoft\Wndows CE Services\ Aut oSt art OnDi sconnect key,
retrieve the app path from an edit box, and then write that value to the registry ...

RegCr eat eKeyEx( HKEY_LOCAL_MACHI NE,
TEXT(" Sof t war e\\ M cr osof t\\ Wndows CE

Servi ces\\ Aut oSt art OnDi sconnect "),

0, NULL, REG OPTI ON_NON VOLATILE, KEY_ALL_ACCESS, NULL,

&hReg,
&dwDi sp) ;
menset (szExenanme, 0, STRLEN);
if (GetDl gltenirext (hwnd,
:O)

{

RegSet Val ueEx( hReg, TEXT(" Test App"),
strlen(szExenane) +1) ;

(BYTE* const) &szExenane,
}

( PHKEY)

| DC_EDT_DI SCONNECTEXE, szExenane, STRLEN) !

0, REG SZ ,

The same notes that applied above apply here as well; the
Aut oSt art OnDi sconnect key should already exist in your registry and

you' re free to use any unique name (instead of “Test App”).

When we put all of these code blocks together, we get the “OK” button handler for
our test application, as shown in Listing 1.

Case Study: Med-i-nets.com

To further illustrate these keys and why
you might want your own sync station,
let’ stake alook at how med-i-nets.com
relieson thisvery set up. Med-i-nets.
com offers acomplete online
prescription ordering system for

medical professionals, with aweb-based
backend and a Windows CE-based
client.

Each medical professional who
subscribes to the service has a Windows
CE device, which is used to display the
list of today’ s patients, his or her
prescription history, new prescriptions,
and so on. At the beginning of the work
day, the user synchronizestheir device
viathe med-i-nets.com website and a
clever browser plugin which does the
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But wait! There smore!

So how many of these undocumented
ActiveSync registry goodies are there?

WEell, of course, no one knows — but
there are definitely more than the three
we' ve looked at here.

To find more of these hidden and
undocumented keys, you might want to
open the main CE services executables
(CeAppMgr.exe, Wcescomm.exe, and
WCESMgr.exe) in an editor such as
notepad and browse around for a bit. Of
course, thiswill require more
experimentation because the full
registry key is often omitted and you'l|
likely only find the actual value's
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work of removing old patients and name. Given the power that some of
adding new ones. these keys offer, though, the payoff can
definitely be worth the investment.

Everything was proceeded according to

the spec, when we realized that the
typical doctor’s office/practice scenario could involve one PC for the entire office,
with multiple doctors, nurses, etc. using that PC.

Now, for many of uswho use CE devicesin our regular work, this would not be
an issue. We'd simply create a partnership for each device or instruct the user that
when prompted, they can ssimply choose to connect in Guest mode. However,
having to make the Guest versus Partner prompt and then creating multiple
partnerships —or even one for that matter— might seem like too much work to a
doctor who is already quite busy. The ideal situation, it was determined, would be
to set up the PC in such away that the user would never be prompted at all. And
that’ s where the custom Sync Station settings come in.

The way the setup works now is that the user is given some custom software to
install on their office PC, which of course sets these registry keys for them. Now,
when they cradle their device, not only are they connected in Guest mode, but also
a separate desktop application (listed under the Aut oSt ar t OnConnect key)
prompts them to go to the med-i-net.com website and synchronize their patients
and prescriptions. (Naturally, this application will also launch their browser and
take them to the site.) And, when the user is done synchronizing and disconnects
their CE device, a second application (listed under the

Aut oSt art OnDi sconnect key) checksto see whether the browser is still

open and offersto closeiit for the user.

Clearly, the custom Sync Station scenario has real-world applications and is not
limited to daily conference updates.

Hopefully, the code and the case study here will inspire even more uses of these
registry keys. But please keep in mind that Microsoft is very clear that these keys
are unsupported and undocumented. Clearly, though, they’ re too powerful to
ignore.

Download ActiveSyncK eys
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Listing 1: “OK” button handler for sample application
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case | DCK:

/Iwite settings to registry!
/1first set CGuestOnly val ue.

hChk = GetD gl temhwnd, | DC CHK GUESTENABLE) ;
i f (BST_CHECKED == SendMessage( hChk, BM GETSTATE, 0, 0))

{
/1if GQuestOnly check box is checked,
//then create the value and set its value to 1.
dwEnabl ed = ( DWORD) 0x01,;
RegCr eat eKeyEx( HKEY_LOCAL_MACHI NE,
TEXT(" Sof t war e\\ M crosoft\\ Wndows CE Services"),
0, NULL, REG OPTI ON_NON VOLATILE, KEY_ALL_ACCESS, NULL, (PHKEY)
&hReg,
&dwDi sp) ;
RegSet Val ueEx(hReg, TEXT("GuestOnly"), 0, REG DWORD,
(const unsi gned char *)&JwEnabl ed, sizeof (DWORD)) ;
}
el se
/lotherwi se, b/c this is an unsupported val ue,
/ldelete it instead of sinply setting it to O
RegCr eat eKeyEx( HKEY_LOCAL_MACHI NE,
TEXT(" Sof t war e\\ M cr osof t\\ Wndows CE Services"),
0, NULL, REG _OPTI ON_NON VOLATILE, KEY_ALL_ACCESS, NULL, (PHKEY)
&hReg,
&dwDi sp) ;
RegDel et eVal ue( hReg, TEXT(" CGuestOnly"));
}

/I now set AutoStartOnConnect key/val ue
hChk = Get DI gl t em( hwnd, | DC_CHK_CONNECT) ;

i f (BST_CHECKED == SendMessage( hChk, BM GETSTATE, 0, 0))
{
//if the AutoStart OnConnect check box is checked,
//then wite the app nane to the registry

RegCr eat eKeyEx( HKEY_LOCAL_MACHI NE,
TEXT(" Sof t war e\\ M crosoft\\ Wndows CE Servi ces\
\ Aut oSt art OnConnect"),
0, NULL, REG OPTI ON_NON VOLATILE, KEY_ALL_ACCESS, NULL, (PHKEY)

&hReg,
&dwDi sp) ;
nenset (szExenane, 0, STRLEN);
if (GetDl glteniText (hwnd, | DC _EDT_CONNECTEXE, szExenane, STRLEN) !=0)
{
RegSet Val ueEx( hReg, TEXT("TestApp"), 0, REG SZ,
(BYTE* const) &szExenane, strlen(szExenane) +1);
}
}
el se
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/1 otherw se, delete the val ue.
RegCr eat eKeyEx( HKEY_LOCAL_MACHI NE,
TEXT(" Sof t ware\\ M crosof t\\ Wndows CE Servi ces\
\ Aut oSt art OnConnect "),
0, NULL, REG OPTI ON_NON VOLATILE, KEY_ALL_ACCESS, NULL, (PHKEY)
&hReg,
&dwDi sp) ;

RegDel et eVal ue( hReg, TEXT(" Test App"));

/I now set AutoStartOnDi sconnect key/val ue
hChk = Get D gl tem( hwnd, | DC_CHK DI SCONNECT) ;
i f (BST_CHECKED == SendMessage(hChk, BM GETSTATE, 0, 0))

//if the AutoStartOnDi sconnect check box is checked,
/[/then wite the app name to the registry

RegCr eat eKeyEx( HKEY_LOCAL_MACHI NE,
TEXT(" Sof t ware\\ M crosof t\\ Wndows CE Servi ces\
\ Aut oSt art OnDi sconnect "),

0, NULL, REG OPTI ON_NON VOLATILE, KEY_ALL_ACCESS, NULL, (PHKEY)

&hReg,
&dwDi sp) ;
menset (szExenane, 0, STRLEN);
if (GetDlglteniText (hwnd, | DC _EDT_DI SCONNECTEXE, szExenane, STRLEN) !
=0)
{
RegSet Val ueEx( hReg, TEXT("Test App"), 0, REG SZ ,
(BYTE* const) &szExenane, strlen(szExenane) +1);
}
}
el se
{

//otherw se, delete the val ue.
RegCr eat eKeyEx( HKEY_LOCAL_MACHI NE,
TEXT(" Sof t ware\\ M crosof t\\ Wndows CE Servi ces\
\ Aut oSt art OnDi sconnect "),
0, NULL, REG OPTI ON_NON VOLATILE, KEY_ALL_ACCESS, NULL, (PHKEY)
&hReg,
&AwDi sp) ;
RegDel et eVal ue(hReg, TEXT(" Test App"));

/lclose the reg key
RegCl oseKey( hReg) ;
EndDi al og( hwnd, 0);
return TRUE;

©1999-2001 Terence Goggin, All Rights Reserved
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